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. Foreword

Dear Readers

The year 2022 was by far the most challenging
for the Financial Intelligence Unit so far. With-
out a doubt, this was because of the change in
priorities following the Russian Federation's in-
vasion of Ukraine. The stance of the Principality
of Liechtenstein and of the Liechtenstein Gov-
ernment make one thing clear beyond doubt:
Everything must be done in the power of the
individual public authorities to stand up to the
Russian aggressor. Within the scope of the
FIU's mandate, this includes first of all a rigor-
ous continuation of our analytical tasks in the
area of money laundering, predicate offences
to money laundering, organised crime, and ter-
rorist financing. Additionally, the FIU acts as an
enforcement authority for the implementation
of international sanctions relevant to Liechten-
stein and of the War Material Act and the Nu-
clear Energy Goods Control Act, which also gov-
erns the use of dual-use goods.

Even just a year ago, work relating to sanctions
and war material and dual-use goods ac-
counted for an almost negligible fraction of the
FIU's work. This changed abruptly, given that
the EU has already adopted ten packages of
sanctions that also had to be implemented into
Liechtenstein law. While the initial focus was
on tracking down assets attributable to sanc-
tioned persons, the priority has now shifted to
preparing opinions for the attention of the
Government and the Administrative Court on
the basis of the investigations carried out to
confirm or lift freezes on funds and assets in-
troduced under the sanctions legislation.

In addition to directly applicable sanctions,
sanctions of other jurisdictions — first and fore-
most those of the United States — are increas-
ingly relevant for financial intermediaries.
Firstly, they serve as a source of information re-
garding conduct that is potentially relevant to

money laundering. Secondly, they help finan-
cial intermediaries respond to the challenge of

maintaining business relationships with inter-
national partners who are legally required to
comply with these sanctions and accordingly
refuse to cooperate with partners who do not
follow the same rules.

The duration of the war has come as a surprise
to many - and is now leading to a shortage of
weapons and ammunition. This in turn in-
creases demand. Liechtenstein, as a business
location for high-tech industrial companies and
also as an established provider of financial and
intermediary services, will increasingly have to
assess whether business transactions in this re-
gard are legally compliant, in cooperation with
the FIU and the Swiss State Secretariat for Eco-
nomic Affairs. There is a risk of being misused
for illegitimate transactions, for example given
the use of embedded microchips in everyday
goods and the difficulties associated with their
early detection.

The challenges are great, and they require
walking a tightrope — wrong decisions quickly
lead to a loss of reputation that is extremely
difficult to repair in a world where full cooper-
ation with partners and friends is a top priority.

In an environment of fundamental change - in
which all the spheres that influence us must
first be examined in terms of their trustworthi-
ness —completely new challenges arise. This af-
fects issues that are important to all of us, such
as energy security and the associated ability to
continue performing tasks, cybersecurity, and
our resilience to attacks directed against our
system, but also how politically motivated cam-
paigns influence public opinion, with the ulti-
mate goal of dividing our concentration of
forces.
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| would like to thank my team and my col-
leagues both inside and outside the National
Administration for their great work over the
past year, and | wish us all much strength, en-
ergy, and the necessary support in the fight for
a better future.

Michael Schéb

Vaduz, March 2023
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Il. Organisation and strategy of the FIU

The Financial Intelligence Unit was established on 1 March 2001 and authorised by the
Financial Intelligence Unit Act (FIUG; LGBI 2002.57) as the central official agency for
acquisition and analysis of information that is required for the detection of money
laundering, predicate offences to money laundering, organised crime and the financing
of terrorism (Article 3(1) FIUG). Its core responsibilities consist in receiving and collect-
ing information within the remit of its function, analysing it, and making the findings
available to the competent domestic authorities and relevant foreign partner authori-

ties.

1. Organisation

In addition, the FIU performs enforcement
tasks such as receiving reports in connection
with international sanctions.

The focus of the FIU's daily work is on receiving,
evaluating, and analysing the reports submit-
ted to the FIU by persons subject to due dili-
gence. These reports are submitted on suspi-
cion of money laundering, a predicate offence
to money laundering, organised crime, or ter-
rorist financing. If the suspicion is substanti-
ated after analysis by the FIU, the FIU sends an
analysis report detailing the fact pattern to the
Office of the Public Prosecutor. The FIU is also
authorised to obtain information itself from
suitable sources.

In addition to the classic responsibilities of a fi-
nancial intelligence unit, the Liechtenstein FIU
is one of the few FIUs worldwide responsible
for monitoring and enforcing the implementa-
tion of international sanctions. The FIU also
performs the functions of the competent en-
forcement authorities for the War Material Act
and the Nuclear Energy Goods Control Act. In
addition to performing the analyses necessary
to identify relevant fact patterns, these func-
tions also involve establishing relationships
with partner authorities in other jurisdictions.
This is especially important given that in most
countries, the partner authority is not a finan-
cial intelligence unit, but rather a dedicated au-
thority or several authorities sharing responsi-
bility for different aspects. The most time-

consuming work, however, involves investiga-
tions to determine whether or not persons
with a certain proximity to sanctioned persons
are properly covered by sanction measures.

In the year under review, the FIU had 13 em-
ployees (five of which part-time) to handle all
of these tasks.

Developments over the past few years, and es-
pecially in recent months, have changed the al-
ready demanding scope of the FIU's responsi-
bilities to an extent that could hardly have been
foreseen even just a year ago.

For this reason, it was necessary to make at
least ad hoc adjustments to the existing organ-
isational structure, so that the FIU can ade-
guately meet the growing challenges. One con-
sequence is that the topic of international sanc-
tions is now covered by the new Economic Af-
fairs and International Sanctions Division, in
particular so as to ensure the materially re-
quired independence to the best possible ex-
tent. In light of these developments, the FIU in-
troduced a new organisational structure in
mid-2022.

In light of the geopolitical situation and in par-
ticular Russia's war of aggression in Ukraine,
the workload associated with this task has in-
creased exponentially since the end of Febru-
ary 2022, absorbing a large share of the FIU's
resources. In the medium term, this is not

|7
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sustainable, and it will require an expansion of
relevant capacities and expertise.

2. Analysis Division

In addition to its management, the Analysis Di-
vision has 5 staff members (3.9 full-time equiv-
alents) responsible for Operational Analysis
and 1 full-time staff member responsible for
Strategic Analysis.

All staff members in Operational and Strategic
Analysis receive ongoing training; by 2022, they
had also completed training in crypto-financial
services and virtual asset service providers.

A. Operational Analysis

Operational Analysis is responsible for core FIU
tasks such as the receipt, evaluation, and anal-
ysis of reports of suspicion as well as associated
exchanges with national authorities and inter-
national partner authorities.

The steady rise in the number of suspected
cases to be analysed and the growing complex-
ity of the cases has further increased pressure
on the FIU. This is especially true in light of the
Russian war of aggression, since money laun-
dering experts must now also analyse all case
constellations for potential evasion of sanc-
tions. This new reality necessitates, at the very
least, additional staff training and IT optimisa-
tions to increase the FIU's efficiency.

The creation of the Economic Affairs and Inter-
national Sanctions Division was not motivated
solely by these developments, however. Prep-
arations for an internal restructuring had al-
ready begun at a time when the extent of the
surge in the FIU's workload was not yet fore-
seeable.

The decision to establish a separate Economic
Affairs and International Sanctions Division was
in particular based on the realisation that geo-
political influence in today's world is often ex-
erted through foreign investment. Understand-
ing these interrelationships and processes is
therefore essential and requires appropriate
structures.

B. Strategic Analysis

Strategic Analysis serves to make unrecognised
trends and typologies visible. The results of this
analysis are used to provide information to per-
sons subject to due diligence and other stake-
holders and to raise their awareness. Ideally,
the findings also lead to the creation of param-
eters that allow developments to be monitored
and provide an opportunity to initiate neces-
sary corrective measures.

Topics currently being evaluated include virtual
IBANs, the misuse of life insurance policies and
private placement life insurance, and interna-
tional brokerage of financial services, including
where no authorisation is required.

C. Public outreach

The FIU represented Liechtenstein in working
groups as an expert on money laundering and
emerging risks at the request of international
partners, and it organised several private-pub-
lic partnerships together with the Bankers As-
sociation.

The FIU also presented at the following forums:
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Due Diligence Day in Liechtenstein
University of Liechtenstein

Association of Liechtenstein Charitable
Foundations and Trusts e.V.

18" International Money Laundering
Conference of the Akademie Heidel-
berg

3. Economic Affairs and International Sanctions Division

The Economic Affairs and International Sanc-
tions Division was newly established in the year
under review, providing an organisational
structure that reflects the FIU's responsibilities
in the enforcement of international sanctions,
the War Material Act, and the Nuclear Energy
Goods Control Act. It consists of three full-time
positions, two of which could not be filled until
the second quarter of 2023 in light of the cur-
rent shortage of specialists and the very spe-
cific profile required.

During the year under review, the Economic Af-
fairs and International Sanctions Division fo-
cused primarily on tracing sanctioned funds
and assets and conducting investigative pro-
ceedings against the backdrop of pending re-
quests for the Government to determine
whether funds and/or assets affected by
freezes are properly subject to restrictions. The
division also dealt with numerous interpretive
questions regarding the scope of application of
the ever-expanding and changing sanctions
provisions. Exchange of information with inter-
national partner authorities plays an especially
important role in the work of the Economic Af-
fairs and International Sanctions Division,
whether in tracking down funds and assets or
in coordinating enforcement actions.

Because of the Customs Treaty with Switzer-
land, cooperation with the Swiss State

4. Processes and Development Division

The Processes and Development Division con-
sists of three staff members in addition to the
division head. This division encompasses IT and
general support for the entire FIU. Quality

Secretariat for Economic Affairs on enforce-
ment of the War Material Act and Nuclear En-
ergy Goods Control Act is paramount with re-
gard to imports and exports to or from the
common customs territory. Cooperation with
partner authorities in other jurisdictions is nec-
essary with regard to pure brokering transac-
tions without physical movement of goods into
or out of the common customs territory with
Switzerland. The complexity of the matter, es-
pecially relating to dual-use goods, requires
that competent and trustworthy international
partner authorities share their expertise with
the FIU.

Public outreach

During the year under review, the Economic Af-
fairs and International Sanctions Division pub-
lished several guidance notes to support per-
sons subject to due diligence in dealing with
the increasing density of sanctions. These in-
clude:
FAQ on practice relating to Article 29d
of the Ukraine Ordinance of May 2022
FAQ on practice relating to measures in
connection with Ukraine of June 2022
FIU fact sheet on applying for an ex-
emption under the Ukraine Ordinance

control of data collection, specialised IT appli-
cations, and projects to improve efficiency ac-
count for an especially large share of the divi-
sion's workload (see also chapter 6 below).

19
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5. Strategic orientation and focus

The past year forced the FIU to undertake a far-
reaching restructuring of its own objectives.
The clear priority was given to maintaining the
FIU's fundamental responsibilities in receiving
and analysing reports of suspicion on the basis
of the Due Diligence Act while enabling it to en-
sure enforcement of international sanctions.
Special attention was paid to making the inter-
faces between these two areas waterproof.

This new challenge for our employees, the FIU
as a whole, and international cooperation
makes clear that many old ways of thinking ob-
scure areas of actual risk, whether for the fi-
nancial centre as a whole or as a partner au-
thority in the international community. The im-
portance of performing national risk assess-
ments was confirmed. While these

6. Technical developments

A. goAML

Since January 2018, the FIU has been using the
goAML program for all communication relating
to the following business cases:

submission of reports of suspicion
receiving and responding to requests
for information from the FIU
submission of reports based on the In-
ternational Sanctions Act

applying for exemptions under the
sanctions ordinances

Since 1 April 2022, the ISG newsletter has no
longer been sent out via an email distribution
list or the goAML message board. Newsletters
can now be subscribed to at https:.//new-
son.llv.li/. The newsletters are distributed us-
ing the standard tool of the National Admin-
istration, Newsletter2Go.

In late 2022, the goAML schema was expanded
significantly, necessitating an update to the
XML interface. The changeover will take place
in two stages. The first stage was originally

assessments have so far been limited to the fi-
nancial sector, they will in future become nec-
essary for industry and manufacturing, cyber-
security, and dependence on the regulations of
important trading partners.

The FIU will in particular focus on being a relia-
ble and competent partner on the international
stage, even in challenging times. At the same
time, it aims to be attractive for employees, fa-
cilitating development of the required exper-
tise and training and integrating additional
members into the team as needed.

Additional improvements in efficiency are to be
achieved by procuring IT resources and ex-
panding technical capabilities for automation
and interfaces.

scheduled to go live on 1 January 2023, but it
had to be postponed until 1 April 2023 in light
of the development status on the side of per-
sons subject to due diligence. The second stage
is now scheduled for 1 January 2024.

The expansion of the goAML schema opens up
many new possibilities, including:

- capturing entity-entity relationships
capturing account-account relation-
ships
representing validity periods between
relationships
marking a transaction as suspicious or
also sender/receiver side of a transac-
tion
new logic/values for transaction types
and statuses
marking a collective account
new account categories

The outlook for 2023 includes:
goAML 5.2

a significantly faster web portal with
new possibilities for XML processing
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automatic content checking person node, PEP node, sanctions, and
numerous new nodes in the goAML more)
schema (extended party node, new
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[1l. Activities of the FIU

In the year under review, the FIU's work was
again dominated by the increasingly heavy
workload resulting from the further rise in the
number of reports of suspicion, as well as im-
plementation and enforcement of interna-
tional sanctions.

The trend in the number of reports of suspicion
is now unbroken for the fifth year in a row. A
total of 2,400 reports of suspicion were submit-
ted. This represents an increase of 8% over the
previous year, despite the fact that the number
of reports of suspicion from the crypto sector
decreased significantly starting the middle of
the year under review (-32%).

The increase in the number of reports this year
was primarily due to reports of suspicion sub-
mitted by banks. The war in Ukraine and the as-
sociated sanctions and publicly available
sources on potentially criminal behaviour by ol-
igarchs played a significant role in this regard,

as did the compliance reviews carried out at in-
dividual institutions over the course of the
year.

The traditional reports of suspicion continued
to focus on fact patterns relating to fraud and
corruption. However, fewer analysis reports
(including supplementary reports) were sub-
mitted to the Office of the Public Prosecutor
(-14%) and the Fiscal Authority (-58%) during
the year under review than in the previous
year. Only analysis reports for the Financial
Market Authority increased (+12%). As already
discussed, this decrease in absolute figures is
due to the fact that in the year under review,
the FIU focused on analysing complex case con-
stellations as recommended in the MONEYVAL
report, which takes up more resources. Overall,
these focusing measures are expected to signif-
icantly strengthen the anti-money laundering
mechanism.

1. Receipt and evaluation of reports of suspicion

Of the total of 2,400 reports of suspicion sub-
mitted, 1,389 (58%) came from banks, 797
(33%) from VASPs, 101 (4%) from the fiduciary
sector, 37 (1%) from the insurance sector, 25
(1%) from casinos, and 27 (1.1%) from public
authorities. With the exception of the VASP
sector, the absolute case numbers rose again
significantly compared with the previous year
among all groups subject to the reporting re-
guirement.

Most sectors thus recorded an increase in the
number of reports of suspicion, with the bank-
ing sector in particular showing a very high
growth of 62%.

For the first time, the number of reports sub-
mitted by virtual asset service providers de-
clined. In the year under review, 47% fewer re-
ports of suspicion were submitted than in the
previous year.

The following are the most significant findings
from 2022:

A. Old business relationships in a new light

The war in Ukraine and the associated sanction
measures in Liechtenstein and abroad are now
shedding a new light on many existing business
relationships. This may be because the many
articles published by investigative journalists
are suddenly revealing new evidence of predi-
cate offences relevant to money laundering,
such as corruption, or because proximity to
sanctioned persons is changing financial inter-
mediaries' own risk assessment.

B. Crypto

The activities of domestic banks relating to
onboarding and offboarding for VASPs, in par-
ticular for exchanges, deserve special mention
in the year under review. The bank accounts
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made available to the exchanges in their names
are used by clients of exchanges to make fiat
deposits or withdrawals. In these scenarios, it
is strikingly common to find that depositors
have become victims of fraud, because shortly
afterwards they demand the return of the de-
posited amounts from the bank, or foreign law
enforcement authorities request mutual legal
assistance. In the vast majority of cases, how-
ever, the deposited funds have already been
credited to the wallets of the scammers and
transferred away, so that they are probably ir-
recoverably lost.

In the year under review, the FIU recorded an
increase by more than 800% of requests for in-
formation from abroad relating to crypto trans-
actions. This shows that awareness and the im-
portance of crypto transactions are also in-
creasing significantly abroad.

C. Time of submission of reports of suspi-
cion

In the year under review, the FIU found that
there is potential for improvement especially

2. Combating terrorist financing

In changing times, it continues to be important
to keep a compliance focus on the very im-
portant issue of terrorist financing, even as the
workload and complexity increase. Especially
given the rising importance of expertise in in-
ternational sanctions, greater recognition of
the need to submit notifications and reports
even without an identified predicate offence is
advantageous.

with regard to timely submission of reports of
suspicion. In this regard, please refer to the de-
tailed remarks already made in the 2018 an-
nual report. Supplementing those remarks, it is
not sufficient to merely refer to indications
found in public sources and generated by third
parties, if the exercise of ordinary due diligence
should already have prompted the person sub-
ject to due diligence to carry out special clarifi-
cations. In practice, this occurs, for instance,
where an institution subject to due diligence
submits a report of suspicion only when it be-
comes aware of an indication of a predicate of-
fence due to a hit from a third-party name-
matching provider, such as World-Check, but
where this should have been noticed earlier
through the proper exercise of transaction
monitoring and comparison with the business
profile, along with research in public sources.
In the view of the FIU, this purely reactive re-
porting behaviour does not comply with the
obligations arising from the Due Diligence Act
with regard to the ongoing monitoring of a
business relationship.

In the year under review, 11 reports of suspi-
cion with a nexus to possible terrorist financing
were submitted. This represents a decrease of
more than 50% from the previous year. It must
be assumed that the focus on combating ter-
rorist financing was displaced by the focus on
sanctions during the year under review.

3. Enforcing international sanctions including international cooperation

In the year under review, the number of re-
ports under the International Sanctions Act
rose very sharply from 19 in the previous year
to about 300, in light of the situation and
Liechtenstein's unequivocal stance on incorpo-
rating the EU sanctions into national law. It is
significant in this regard that the FIU's analysis
of reported cases of suspected money

laundering revealed a significantly higher oc-
currence of potential mechanisms for evading
sanctions. The focus and priorities of the anal-
ysis activities differ in principle, however.
While money laundering analyses focus on sub-
stantiating suspicions and, in particular, on
identifying a potentially criminal predicate of-
fence, sanctions analyses serve to track down
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sanctioned funds and assets while making
mechanisms and networks visible.

4. International cooperation with partner FIUs

In cases with an international nexus, the Finan-
cial Intelligence Unit engages in targeted coop-
eration with other FIUs, requesting them to
provide information or documents necessary
for the analysis of a case. The FIU grants corre-
sponding requests from abroad if the require-
ments set out in the FIU Act (FIUG) are met.

The number of incoming requests increased
(+12%), as did the number of outgoing requests
to foreign partner authorities (+17%). With re-
gard to outgoing spontaneous information,
there was a significant decrease of almost 50%.
This was due to a strategy adjustment at the
largest VASP in Liechtenstein — the same VASP
that had been responsible for the sharp in-
crease in spontaneous information and reports
of suspicion in 2020.

Exchange of information is governed by na-
tional legislation and the Principles of Infor-
mation Exchange established by the Egmont
Group of Financial Intelligence Units. Interna-
tional cooperation is not limited to case-spe-
cific exchange of information, however, but
also includes a general exchange of experience
and participation in international working
groups and organisations such as MONEYVAL,
the FATF, the International Monetary Fund
(IMF), the World Bank, and the United Nations.

A. EGMONT Group of Finan- EGNONT
cial Intelligence Units GROUP
The Egmont Group is the world-

wide association of currently 166 national fi-
nancial intelligence units. The main work of the
Egmont Group consists in particular in setting
out the rules governing the exchange of infor-
mation among the national financial intelli-
gence units and ensuring that such exchange
takes place in practice. The Liechtenstein FIU
has been a member of the Egmont Group since

June 2001.

After a two-year interruption of in-person
meetings, the FIU was represented by two staff
members at the 23" Plenary in Riga, Latvia, last
year.

COUNCIL OF EUROPE

B. MONEYVAL

MONEYVAL is a committee of
experts of the Council of Eu-
rope founded in 1997 to support the member
states in their fight against money laundering
and terrorist financing. MONEYVAL conducts a
process of peer reviews. The goal of this pro-
cess is to ensure that the member states' sys-
tems to combat money laundering and terror-
ist financing are effective and that they comply
with the relevant international standards in
this field (FATF, Council of Europe, and EU).

CONSEIL DE LEUROPE

Liechtenstein was assessed in September 2021
for the fifth time by MONEYVAL in regard to
compliance with these standards. The evalua-
tion report for Liechtenstein was discussed at
the MONEYVAL plenary in May 2022 and pub-
lished in June 2022. Likewise after a two-year
interruption of in-person meetings, the FIU
participated in the 25" Plenary in Strasbourg in
December 2022, which included a discussion of
the mutual evaluation reports (MERs) of Esto-
nia and Monaco.

C. FIU Platform

European
Commission

The FIU Platform is an

informal group hosted by the Directorate-Gen-
eral for Financial Stability, Financial Services
and Capital Markets Union of the European
Commission.

The mission of the experts represented in the
group is to provide expertise to the Commis-
sion in relation to the implementation of Union
legislation, programmes and policies related to
FIUs.
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As an EEA member, Liechtenstein is repre-
sented in this group only as an observer. How-
ever, in view of the fact that almost all of the
Union's financial market regulation is incorpo-
rated by the EEA, participation is very valuable
and useful. The information from this group al-
lows the FIU to prepare for implementation of
new EEA law at an early stage and to draw at-
tention to particularities of implementation for
the process of incorporation into EEA law.

5. National cooperation

A. PROTEGE

The FIU is represented in the Government's
PROTEGE working group. The mandate of the
working group is implementation of the Finan-
cial Centre Strategy with regard to the defence
mechanism against money laundering and fi-
nancing of terrorism and proliferation. The
working group is chaired by the Ministry of
General Government Affairs and Finance; along
with the FIU, it includes seven other public au-
thorities and the Chamber of Lawyers in its ca-
pacity as a supervisory authority.

In 2022, discussions of major interest to Liech-
tenstein included details of the 6™ Anti-Money
Laundering Directive and the 1% Anti-Money
Laundering Regulation as well as the provisions
contained therein regarding establishment of a
European Anti-Money Laundering Authority
(AMLA).

In the reporting year, MONEYVAL published its
predominantly positive mutual evaluation re-
port (MER) for Liechtenstein. Despite the posi-
tive result, the working group began already in
autumn 2022 to develop an action plan based
primarily — but not exclusively — on the recom-
mendations contained in the MER. The first
measures were already initiated at the end of
2022. In light of the content, the FIU is involved
in many areas of the action plan. Especially in
the context of preparation of the next national
risk assessments, resources will accordingly be
tied up in this regard.

|15
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V. Statistics

1. Overall view

The statistics presented under this heading
provide an overview of the total number of no-
tifications and reports received. They impres-
sively show the continuous increase in the
numbers and the growing workload for report-
ing persons and the FIU. Despite the already
discussed decline in reports of suspicion from
the crypto sector, reports of suspicion rose
again by nearly 8% overall.

Reports of suspicion o 2'400

21223
1671
742
203 303 376 330 o959 464 I
mmEn=l

2013 2014 2015 2016 2017 2018 2019 2020 2021 2022

In 2022, the FIU received 2,400 SARs and STRs
(reports of suspicion). This corresponds to the
counting method used in previous annual re-
ports.

2. Reports of suspicion under the SPG

This heading covers the SARs/STRs submitted
to the FIU by persons subject to due diligence
pursuant to Article 17 SPG in the case of suspi-
cion of money laundering, a predicate offence
to money laundering, organised crime, or ter-
rorist financing.

A. Evaluation by sector

The reports of suspicion received by the FIU in
the years 2018 to 2022 under the SPG can be
attributed to the sectors listed below. It can be
seen very clearly that reports of suspicion from
banks increased by 62% in the reporting year,
while those from VASPs decreased by 32%, for

The number of incoming reports of suspicion is
only of limited use when ascertaining the num-
ber of cases dealt with by the FIU, however.
Very often, several reports of suspicion con-
cern the same fact pattern and are combined
into a single, overall analysis. Conversely, an
analysis may also be initiated without a report
of suspicion being submitted. This may be the
case if the FIU receives indications of incidents
relevant to money laundering from foreign
partner authorities or encounters fact patterns
in the course of its activities that arise from
public sources such as press reports, for in-
stance. In 2022, the incoming reports of suspi-
cion were divided into a total of 1,037 cases
and assigned to the Operational Analysis Divi-
sion according to priority. An additional 182
cases were triggered in part by information or
requests for information from foreign partner
authorities or other indications of acts relevant
to money laundering.

reasons already discussed. It is also worth not-
ing that casinos submitted significantly more
reports in 2022 than in previous years, alt-
hough there are still obvious differences be-
tween the casinos in terms of the submission of
reports of suspicion. Strikingly few reports of
suspicion come from the life insurance sector.
The FIU has repeatedly drawn attention to this
fact and will monitor developments more
closely.
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Banks

Public authorities

Electronic money institutions
Postal service providers

Fund companies/AIFMs

Dealers in goods

Investment undertakings
Lawyers/law firms

Casinos

Tax advisors/accountants/auditors
Professional trustees/trust companies
Asset management companies
Insurance brokers

Insurance undertakings
Depositaries

Virtual asset service providers
Investment firms

Payment service providers

Others

Total

B. Reasons for submission

The reports of suspicion (SARs/STRs) are classi-
fied according to whether they:

were submitted pursuant to an institu-
tion's own clarifications of unusual or
conspicuous transactions (internal
compliance);

were submitted on the basis of
knowledge gained by the person sub-
ject to due diligence pursuant to inter-
national requests for mutual legal as-
sistance (MLA); or

originated in independent domestic in-
vestigative proceedings (DP).

The FIU once again would like to emphasise the
obligation to draw on information that can be
found in public sources. Open-source

305 540 844 862 1,389
7 13 13 25 28
2 1 29 4 0
3 5 1 5 3
2 4 8 1 1
0 1 0 0 1
0 0 0 0 1
0 0 2 2 3
1 9 4 11 25
1 5 2 1 0

82 132 102 84 101
2 1 2 6 9
2 0 0 0 0

37 27 19 36 37
0 0 0 0 1
0 0 640 1,175 797
1 0 0 1 0
0 0 0 0 1
4 4 5 10 3

449 742 1671 2,223 2,400

intelligence (OSINT) refers in this context to the
use of freely available, open sources such as
print media, television, or the internet to com-
pile information for the purpose of gaining in-
sights.

The FIU would like to see persons subject to
due diligence exercise more attention and care
with regard to the use of indicators when sub-
mitting notifications and reports. Indicators are
not only very important from a statistical per-
spective for the further processing of reports of
suspicion, they also help the FIU perform anin-
itial prioritisation of incoming reports of suspi-
cion. For instance, where reports of suspicion
are submitted with the indicator "terrorist fi-
nancing" or "international sanctions", they can
be recognised as such at first glance and pro-
cessed immediately.
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Reasons for submission 2022

Internal

compliance
64%

International MLA
3%

Compared with 2021, there has been a signifi-
cant shift in the reasons for submission from
"transaction monitoring™ as the most frequent
internal reason for submission in 2021 (42%) to
"doubts about the business profile™ in the re-
porting year (+26%). This is most likely due to
the fact that several persons subject to due

TRX monitoring
18%

Doubts about
business profile
27%

Doubts
about BO
5%

Public sources Commercial DBs
4% 10%

diligence intensified their file reviews in the re-
porting year. However, most reports of suspi-
cion are still ultimately or indirectly triggered
by external factors (e.g. requests for mutual le-
gal assistance, criminal proceedings, media re-
ports, or hits in commercial databases).

C. Statistics according to offence

Predicate offences

A predicate offence is the offence
from which the assets originate or
might originate or through which
the assets have been generated.
For the statistics, the predicate of-
fences are relevant that are ascer-
tained by the FIU's analysis of the
reports of suspicion (SARS/STRs)
pursuant to the Due Diligence Act,
even where these results are only
preliminary. This assessment may
change over the course of any
criminal proceedings that might be
conducted. What cannot be seen
from these statistics is the work-
load attributable to the various
categories. It seems obvious that,
for example, the analysis of a sim-
ple case of fraud to the detriment

Predicate offences 2022

0% 5% 10% 15% 20% 25% 30% 35%

K04 - Money laundering

K16 - Crypto

K02 - Fraud offence

K01 - Offence not classifiable
K10 - Tax legislation

K03 - Document offence

K12 - Interantional Sanctions
K06 - Corruption offence

K05 - Criminal breach of trust
K07 - Organised crime

K15 - Property offence

K08 - Narcotics offence

K14 - Cultural Goods Act (KGG)
K13 - War Material Act (KMG)
K11 - Terrorist financing

K09 - Insider dealing
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of a person who was induced to invest in a
promising cryptocurrency is not comparable to
acts of fraud and corruption relating to the
award of construction contracts paid for from
public funds using multi-layered corporate
structures.

This chart gives an impression of the percep-

tion of persons subject to due diligence with re-
gard to predicate offences committed in

Suspicion of corruption offences

This chart illustrates the steady in-
crease in corruption offences or,
more precisely, suspicions that the
constellation in question may con-
stitute a corruption offence from
the perspective of the person sub-
ject to due diligence. Indicators of
corruption offences can be found
in particular in legal transactions
that take place in the context of
government contracts or that in-
volve state-owned companies, but
increasingly also in connection
with international sanctions. Con-
struction is an industry that has long been
linked especially often to corruption cases.
Moreover, the involvement of politically ex-
posed persons may be an indicator of corrup-
tion, as can the payment of unusually high
commissions or non-transparent consulting

connection with money held in the Liechten-
stein financial centre. The focus continues to
be on fraud in its various forms. Corruption of-
fences are also still frequently identified as
such, and once again open-source intelligence
can play a crucial role in this regard. It also be-
comes clear that with respect to fraud in par-
ticular, many criminal acts occur in combina-
tion with virtual assets.

Suspicion of corruption offences 127

2013 2014 2015 2016 2017 2018 2019 2020 2021 2022

contracts. The acceptance of gifts —also occur-
ring as mixed gifts — plays a significant role,
bearing in mind that the benefits may not be
exclusively in physical form (for further indica-
tors, please refer to Annex 3 of the Due Dili-
gence Ordinance).
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Nationality/domicile of persons involved in report of suspicion

This statistic provides in-
formation on the nation-
ality or domicile of the
persons appearing in re-
ports of suspicion. This
may be the contracting
party, the beneficial
owner(s), but also other
involved persons. The
following chart shows
the percentage develop-
ment of the share of in-
volved persons since
2018. The breakdowns
for the regions shown
mostly change very lit-

tle, except for the increase in 2020, which is as-
sociated with the market entry of VASPs in

Involved persons by nationality in 2022

Other/Unknow
n
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Liechtenstein and the decrease of other in-
volved persons or persons of unknown origin.

Development of share of involved persons
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D. International cooperation

With the introduction of the Token and TT Ser-
vice Provider Act (TVTG), the number of reports
of suspicion surged, as described above. In a
large number of cases, the reported fact pat-
terns have in common that both the perpetra-
tor and the victim are domiciled or resident
outside Liechtenstein. The only nexus with
Liechtenstein is usually the processing of the
transaction in question via the domestic pro-
vider. For the work of the FIU, this means it is
imperative and urgent in these cases that con-
tact be made with the relevant partner author-
ity, which must at least be informed of the fact
pattern by way of an information report (spon-
taneous intelligence, SI).

T O ib

The chart below shows this development of in-
coming and outgoing information reports, as
well as incoming and outgoing requests for in-
formation to or from FIU partner authorities
since 20109.

The chart reflects the development of outgoing
information reports mentioned above, which is
due to the reporting behaviour of a VASP. The
development of requests for information
shows a steady, linear increase over the years,
in both outgoing and incoming requests.

International exchange of information via Egmont
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The following chart shows the development of
incoming and outgoing information reports
and requests already described above, but only
in relation to crypto fact patterns. Offboarding

273 255 309
222
il i I i I I I

(2022) EGMONT EGMONT EGMONT EGMONT
Requests Requests Requests Requests
(2019) (2020) (2021) (2022)
ming mQutgoing

and onboarding cases are not included, given
that the relevant or underlying reports of sus-
picion are usually submitted by banks, not
VASPs.
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International exchange of information via Egmont
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3. Reports and applications under the ISG

This heading covers all reports and applications
for approval transmitted to the FIU pursuant to
an ordinance on coercive measures. Persons
with their place of residence, registered office,
or a branch in Liechtenstein are required to
submit a report or an application for approval.

During the reporting period, 94 reports under
the ISG, 119 deposit reports, 5 applications un-
der Article 8a ISG, 12 applications under Article
16 of the Ukraine Ordinance, and 3 written en-
quiries were submitted to the FIU.

179 reports of suspicion relating to various
sanctions regimes were submitted to the FIU in
the year under review. Not surprisingly, these
reports of suspicion primarily related to the
Ukraine Ordinance.

With each new EU sanctions package, it was
observed that persons subject to due diligence
reported more "old" business relationships
whose business profiles exhibited certain irreg-
ularities in light of the new sanctions. Iran sanc-
tions also became more prominent again.

ISG reports also related in part to the Law on
the Brokering of and Trade in War Material
(War Material Act; KMG) and the Law on the
Brokering of and Trade in Nuclear Goods, Radi-
oactive Waste, Dual-Use Goods and Special
Military Goods (Nuclear Energy Goods Control
Act; KEGKG). In the reporting period, 12 cases
relating to the War Material Act and 14 cases
relating to the Nuclear Energy Goods Control
Act were reported to the FIU.
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ISG reports 2020 ... 2022
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V. Abbreviations

DP Domestic proceedings

EEA  European Economic Area; Liechtenstein became a full member of the EEA on 1 May 1995

EU European Union

FATF  The Financial Action Task Force is an expert group established by the G7 and the European
Commission in 1989 with the mandate to analyse methods of money laundering and to de-
velop measures to combat it. It currently consists of 36 members, including 34 jurisdictions
and two international organisations (the European Commission and the Gulf Cooperation
Council).

FIU Financial Intelligence Unit (of the Principality of Liechtenstein)

FIUG Liechtenstein Law of 14 March 2002 on the Financial Intelligence Unit

FMA  Financial Market Authority Liechtenstein

goAML Electronic reporting portal of the FIU for submitting reports of suspicion and for responding to
requests for information

ISG Liechtenstein Law of 10 December 2008 on the Enforcement of International Sanctions (Inter-
national Sanctions Act)

KEGKG Law of 10 December 2008 on the Brokering of and Trade in Nuclear Goods, Radioactive Waste,
Dual-Use Goods and Special Military Goods (Nuclear Energy Goods Control Act)

KMG Law of 10 December 2008 on the Brokering of and Trade in War Material (War Material Act)
MER  MONEYVAL mutual evaluation report
MLA  Mutual legal assistance

MONEYVAL  Council of Europe Committee of Experts on the Evaluation of Anti-Money Laundering
Measures and the Financing of Terrorism

NRA  National Risk Assessment

OECD Organisation for Economic Co-operation and Development

SAR  Suspicious activity report (report of suspicion not involving a transaction)
S| Spontaneous information report

SPG  Liechtenstein Law of 11 December 2008 on Professional Due Diligence for the Prevention of
Money Laundering, Organised Crime and Financing of Terrorism (Due Diligence Act)
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STR

TRX

VASP  Virtual asset service provider

Suspicious transaction report (report of suspicion involving at least one transaction)

Transaction
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